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SAN BERNARDINO

COUNTY Behavioral Health

NOTICE OF PRIVACY PRACTICES
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW CAREFULLY

EFFECTIVE NOVEMBER 23, 2013

Your medical and other treatment information (also known as “protected health information” or
“PHI”) is personal and private, and we must protect it. This notice tells you how state and/or federal
law requires or permits us to use and/or disclose your PHI. It also tells you what your rights are
and what the Department of Behavioral Health (DBH) must do when using and/or disclosing
your PHI. All DBH employees, contract agency employees, volunteers and other workforce
members who have access to PHI must follow this notice. This includes other entities that form
an Organized Health Care Arrangement (OHCA), listed at the end of this notice or organizations
that maintain agreements with DBH (including Business Associate Agreements).

By law, we must:

« Protect the confidentiality, privacy and security of your mental health and substance use
PHI.

+ Provide Notice of our legal duties and privacy practices regarding your mental health and
substance use PHI.

* Follow the duties and practices described in this Notice.

» Notify you if a breach of your mental health and substance use PHI occurs that may
compromise privacy/ security of your PHI (i.e., unauthorized access or disclosure).

Changes to this Notice:

We have the right to make changes to this Notice, and as applicable to your PHI. If we make
changes to this Notice, you have the right to receive a copy of said changes in writing. To obtain
a copy, you may ask your service provider or any DBH employee.

HOW THE LAW PERMITS DBH TO USE AND DISCLOSE MENTAL HEALTH PHI:

The County DBH, may use and provide mental health PHI without written authorization for the
following reasons:

e Treatment: Health care professionals, such as doctors and therapists working on your case,
may talk privately to determine the best care for you. They may look at health care services
you had before or may have later on.

e Payment: We need to use and disclose information about you to get paid for services you
receive. For example, insurance companies ask that our bills have descriptions of the treatment
and services we provided you to get payment.

e Health Care Operations: We may use and disclose information about you to make sure
that the services to support our business operations, including case management, care
coordination and population health activities. For example, we may use your PHI to review the
quality of treatment or services you have received to make sure you are getting the right care.
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To Other Government Agencies Providing Benefits or Services: We may disclose
information about you to other government agencies that are providing you benefits or services.
The information we release about you must be necessary for you to receive those benefits or
services.

To Keep You Informed: We may call or write to let you know about your appointments. We
may also send you information about other treatments that may be of interest to you.

Research: We may release your PHI to researchers for a research project that has gone
through a special approval process. Researchers must protect the PHI they receive or
identifying information will be eliminated (required for substance use disorder records).

As Required by Law: We may disclose your PHI if required to do so by federal or state law.

To Prevent a Serious Threat to Health or Safety: We may use and disclose your PHI to
prevent a serious threat to your health and safety or to the health and safety of another person,
or group of people (includes establishments and/or specific facility and/or government or
educational institute).

Workers’ Compensation: We may disclose your PHI for worker's compensation or programs
that may give you benefits for work-related injuries or illness.

Public Health Activities: We may release your PHI for public health activities, such as to stop
or control disease, stop injury or disability, and report abuse or neglect of children, elders
and dependent adults.

Health Oversight Activities: We may release your PHI to a health oversight agency as
authorized by federal or state law; as oversight may be needed with program integrity
requirements/quality of care to monitor the health care system, government programs and
compliance with civil rights laws, etc.

Lawsuits and Other Legal Actions: If you have a lawsuit or legal action, we may release
your PHI in response to a court order — as authorized by federal or state law.

Law Enforcement: We may disclose your PHI when asked to do so by law enforcement
officials in the following circumstances:

o In response to a court order, warrant, or similar process;

o To find a suspect, fugitive, witness, or missing person;

o If you are a victim of a crime and unable to agree to give information

o To report criminal conduct at any of our locations; or

o To give information about a crime or criminal in emergency circumstances.
Coroners and Medical Examiners: We may release medical information to a coroner or medical
examiner. This may be necessary, for example, to identify a deceased person or determine
cause of death.
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» National Security and Intelligence Activities: We may release your PHI to authorized
federal officials for intelligence, counterintelligence, and other national security activities
authorized by law.

* Protective Services for the President and Others: We may release your PHI to authorized
federal officials so they may protect the President and other heads of state or do special
investigations; government law enforcement agencies as needed for the protection of Federal
and State elective constitutional officers and their families; and the Senate Committee on Rules
or the Assembly Committee on Rules for the purpose of legislative investigation authorized by the
committee.

+ Inmates: If you are currently incarcerated, we may release your PHI to the Youth Authority
or Adult Correctional Agency as necessary to the administration of justice.

« Multidisciplinary Personnel Teams: We may disclose your PHI to members of the
multidisciplinary team relevant to the prevention, identification, management or treatment of
an abused and/or neglected child and the child’s parents, or elder abuse and/or neglect.

- Military and Veterans: If you are a member of the armed forces, we may release medical
information about you as required by military command authorities. We may also release
medical information about foreign military personnel to the appropriate foreign military authority.

» Disaster Relief: We may disclose your PHI to disaster relief organizations that seek your
information to coordinate your care or notify family and friends of your location or condition in
a disaster. We will provide you with an opportunity to agree or object to such a disclosure
whenever it is practical to do so.

HOW THE LAW PERMITS DBH TO USE AND DISCLOSE SUBSTANCE USE DISORDER (SUD)
PHI

The County DBH, may use and provide SUD PHI without written authorization for the following
reasons:
The confidentiality of SUD treatment records maintained by a 42 CFR Part 2 program is protected
by Federal law and regulations. Generally, the program may not disclose to a person outside the
Part 2 program, or disclose any information identifying you as having a substance use disorder
unless:
o You or your authorized representative consents/authorizes in writing.
o Upon valid court order pursuant to 42 CFR 2.66.
o Upon medical personnel in a medical emergency.
o The disclosure is given to qualified personnel for research, audit, or program evaluation,
but information is de-identified.
o The disclosure is given to qualified personnel of an agreement with a qualified service
organization (QSO).

» Uses and Disclosures of HIV/AIDS Information: In general, written authorization (by you or

your authorized representative) is required for the disclosure of HIV/AIDS test results unless
disclosure is given to:
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o

Your service provider for purposes of diagnosis, treatment, or care.

Satisfy State reporting requirements for Public Health purposes.

Bill for the cost of services we have given you.

Review the quality of treatment or services you have received to make sure you are getting
the right care.

Comply with law.

e Orders authorizing disclosure for non-criminal matters:

O

An order authorizing the disclosure of patient records for purposes other than criminal
investigation or prosecution may be applied for by any person having a legally recognized
interest in the disclosure which is sought. The application may be filed separately or as
part of a pending civil action in which the applicant asserts that the patient records are
needed to provide evidence. An application must use a fictitious name, such as John Doe,
to refer to any patient and may not contain or otherwise disclose any patient identifying
information unless the patient is the applicant or has given written consent (meeting the
requirements of the regulations in this part) to disclosure or the court has ordered the record
of the proceeding sealed from public scrutiny.

e Orders authorizing disclosure to criminally investigate or prosecute a client:

(@)

An order authorizing the disclosure or use of patient records to investigate or prosecute a
patient in connection with a criminal proceeding may be applied for by the person holding
the records or by any law enforcement or prosecutorial officials who are responsible for
conducting investigative or prosecutorial activities with respect to the enforcement of
criminal laws. The application may be filed separately, as part of an application for a
subpoena or other compulsory process, or in a pending criminal action. An application must
use a fictitious name such as John Doe, to refer to any patient and may not contain or
otherwise disclose patient identifying information unless the court has ordered the record
of the proceeding sealed from public scrutiny.

investigate or prosecute a Part 2 program or persons holding records:

An order authorizing the disclosure or use of patient records to investigate or prosecute a
part 2 program or the person holding the records (or employees or agents of that part 2
program or person holding the records) in connection with a criminal or administrative
matter may be applied for by any administrative, regulatory, supervisory, investigative, law
enforcement, or prosecutorial agency having jurisdiction over the program's or person's
activities.

e Orders authorizing the use of undercover agents to investigate Part 2 program or criminal
matter:

(@)

A court order authorizing the placement of an undercover agent or informant in a part 2
program as an employee or patient may be applied for by any law enforcement or
prosecutorial agency which has reason to believe that employees or agents of the part 2
program are engaged in criminal misconduct.

Violation of the Federal law and regulations by a program is a crime. Suspected violations may
be reported to the U.S. Attorney, California Judicial District and other appropriate authorities as
required by law.
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Federal law and regulations do not protect any information about a crime committed by a person
either at the program or against any person who works for the program or about any threat to
commit such a crime.

Federal laws and regulations do not protect any information about suspected child abuse or
neglect from being reported under law to appropriate authorities.

No disclosures of your PHI, will be made only with your written authorization, unless
otherwise required by state or federal law as described in this Notice. If you have a clear
preference for how we share your information, let us know. We will never share your
information for marketing purposes, sale of your information, etc. We must simply keep
records of the care that we gave you.

YOUR RIGHTS ABOUT YOUR PHI

Right to See and Copy: DBH does have the right to deny access to a copy of PHI for reasons
specified under 45 CFR 164.524. You may appeal a denial to access as specified in DBH’s Access
and Amendment of Medical Records Policy (COM0931). You can get a handout about access
to your records by asking your health care provider.

A DBH therapist will approve or deny your request. If approved, we may charge a
reasonable cost-based fee of copying and sending out your PHI. If you approve, we may
provide you a summary, instead of the complete record. The information will usually be
provided within thirty (30) days. If your request is denied, you may appeal and ask that
another therapist review your request.

Right to Ask for an Amendment: If you believe that the information, we have about you is
incorrect or incomplete, you may request changes be made to your PHI as long as we maintain
this information. While we will accept requests for changes, we are not required to agree to the
changes.

We may deny your request to change PHI if it came from another health care provider, if it is
part of the PHI that you were not permitted to see and copy, or if your PHI is found to be
accurate and complete.

Right to Know to Whom We Released Your PHI: You have the right to ask us to provide a
list of individuals or entities information was disclosed to in past six (6) years (exceptions apply
under 45 CFR §164.528). Under federal guidelines, we must maintain a list of anyone that was
given your PHI not used for treatment, payment and health care operations or as required by
law mentioned in this Notice. To get the list, you must ask your service provider in writing
for it. You cannot ask for a list during a time period over six years ago. We will provide one
accounting per year for free but will charge you a reasonable cost-based fee if there is a
second request within a 12-month period. We will let you know the cost, and you may
choose to stop or change your request before it costs you anything.
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Right to Ask Us to Limit PHI: You have the right to ask us to limit the PHI that the law lets us
use or release about you for treatment, payment or health care operations. We don’t have to
agree to your request. If we do agree, we will comply with your request unless the PHI is
needed to provide you emergency treatment. To request limits, you must submit request in
writing. You must tell us (1) what PHI you want to limit; (2) whether you want to limit its
use, disclosure or both; and (3) to whom you want the limits to apply.

Note: This section only applies to mental health.

Right to Ask for Privacy: You have the right to ask us to tell you about appointments or other
matters related to your treatment in a specific way or at a specific location. For example, you
can ask that we contact you at a certain phone number or by mail. To request that certain
information be kept private, you must ask your service provider in writing. You must tell us
how or where you wish to be contacted.

Right to Ask Us Not to Use your PHI: If your health care item or service has been paid in
full out of pocket, you have the right to request that your mental health information not be
disclosed to a health plan for the purposes of carrying out payment or health care operations.
There is an exception if the disclosure to the health plan is required by law.

Note: This section only applies to mental health.

Right to a Paper Copy of This Notice: You may ask us for a copy of this Notice at any
time. Even if you have agreed to receive this Notice by e-mail, we will give you a paper copy
of this Notice. You may ask any DBH staff person for a copy.

Right to choose someone to act for you: If you have given someone medical power of
attorney or if someone is your legal guardian, that person can exercise your rights and make
choices about your health information. We will make sure the person has this authority and
can act for you before we take any action.
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COMPLAINTS

If you believe your privacy rights have been violated, you may submit a complaint with us
or with the Federal Government.

Filing a complaint will not affect your right to further treatment or future treatment.

Entity Contact Information
Department of Behavioral Health — Erica Ochoa, Chief Compliance Officer/Privacy Officer
Office of Compliance 303 East Vanderbilt Way

San Bernardino, CA 92415

Phone: (909) 388-0882
Fax: (909) 890-0435
E-mail: eochoa@dbh.sbcounty.gov

County of San Bernardino Office of Compliance and Ethics

157 W. 5™ Street, 15! Floor
San Bernardino, CA 92415

Phone: (909) 387-4500
Fax: (909) 387-8950
E-mail: HIPAAComplaints@cao.sbcounty.gov

California Department of Health Care Attention: Privacy Officer
Services P. O. Box 997413, MS0010
Sacramento, CA 95899-7413

Phone: (916) 445-4646
TTY/TDD: (877) 735-2929
Fax: (916) 440-7680

Secretary of the U.S. Department of Attention: Regional Manager
Health and Human Services, Office of 90 7t Street, Suite 4-100
Civil Rights San Francisco, CA 94103

Phone: (800) 368-1019
TTY/TDD: (800) 537-7697
Fax: (202) 619-3818

For additional information call (800) 368-1019, (800) 537-7697 (TDD) or (415) 437-
8310, (415) 437-8311 (TDD), or fax the U.S. Office of Civil Rights at (202) 619-3818.
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ACKNOWLEDGEMENT OF RECEIPT OF
NOTICE OF PRIVACY PRACTICES

| acknowledge receipt of the Notice of Privacy Practices, which explains
my rights and the limits on ways in which the County may use or disclose

personal health information to provide service.

Client Name (printed) Client Signature

Date:
If signed by other than client, indicate relationship.

Note: Parents must have legal custody. Legal guardians and
conservators must show proof.

OFFICE USE ONLY

Client did receive the Notice of Privacy Practices but did not sign this Acknowledgement of Receipt because:
[] Client left office before Acknowledgement could be signed.

[] Client does not wish to sign this form.
[] Client cannot sign this form because:

Client did not receive the Notice of Privacy Practices because:
[] Client required emergency treatment.
[] Client declined the Notice and signing of this Acknowledgement.

[ ] Other:

Name:
(Print name of provider or provider’s representative)

Signed:
(Signature of provider or provider’s representative)

45 CFR §164.520 Except in an emergency situation, ...make a good faith effort to obtain written
acknowledgment of receipt of the Notice.... and if not obtained, document...good faith efforts to obtain such

acknowledgment and the reason why...(it)...was not obtained.

ACKNOWLEDGEMENT OF NOPP NAME:
County of San Bernardino CHART:
DEPARTMENT OF BEHAVIORAL HEALTH
DOB:
Confidential Patient Information
See W & | Code 5328 PROGRAM:
Compliance Page 8 of 10
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COUNTY LANGUAGE TAGLINES

Behavioral Health

English
ATTENTION: If you speak another language, language assistance services, free of
charge, are available to you. Call [71-888-743-1478] (TTY: [711]).

Espafiol (Spanish)
ATENCION: Si habla espafiol, tiene a su disposicion servicios gratuitos de asistencia
linguistica. Llame al [1-888-743-1478] (TTY: [711]).

Tiéng Viét (Vietnamese) ) )
CHU Y Néu ban naéi Tiéng Viét, co cac dich vu ho trgg ngdn ngr mién phi danh cho ban.
Goi sO [1-888-743-1478] (TTY: [711]).

Tagalog (Tagalog—Filipino)
PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo
ng tulong sa wika nang walang bayad. Tumawag sa [7-888-743-1478] (TTY: [711]).

o= 0] (Korean)
FO|: ot 0| E AFESIA| = B2, 210 X| & MH|AE R 2= 0|85 £ USLICE [1-
888-743-1478] (TTY: [711)H2 2 HSIS| FTHUA|L.

g (Chinese)
AR WMREHERER S o] DRBEESES TR - 55EEE [1-688-743-1478]
(TTY: [711]) -

Zuytipku (Armenian)

NRCUNLNRESNPL Bph unund bp huylpki, wuyw dkq wi]gwp Jupnn b
npudwunnyt] (kquljut wowlgnipjut Swnwynipiniuttpn: Quuquhwpbp [7-888-743-
1478] (TTY (hnwwnhy) [777)):

Pycckumn (Russian)
BHUAMAHWE: Ecnu Bbl roBopuTE Ha PyCCKOM A3blke, TO BaM AOCTYNHbI 6ecnnaTHble
ycnyru nepesoga. 3BoHuTe [1-888-743-1478] (tenetawnn: [711]).

gL (Farsi)
Lad () OB s (L) OBhgad (i€ e S8 )l (L) 4 S dagl
]1478-743-888-1] L. 2L (e aa) A (TTY: [711]) 2 alad,

COMO004_E (10/22) Compliance Page 9 of 10



COUNTY LANGUAGE TAGLINES

Behavioral Health

HZAE (Japanese)
HEEFH : HAREZEINOGE. BROSEIEL ZFHHWET £7, [1-888-
743-1478] (TTY: [711]) £ T, BEFEICTITEAE L T2V,

Hmoob (Hmong) LUS CEEV: Yog tias koj hais lus Hmoob, cov kev pab txog lus, muaj
kev pab dawb rau koj. Hu rau [1-888-743-1478] (TTY: [711]).

UAT=R (Punjabi)
s 46 7 37 ¢ Uag a8 I, 3% g g fooB marfesT / o 3973 38 Hes Gusfa I
[1-888-743-1478] (TTY: [711]) '3 IS 3|

4 2 (Arabic)
J1478-743-888-1] 8 3 o, iy Al il 555 &y sl 520 Lusall ilodd (3 alll 3 anai € 13): s sale
(711]: Sl pall s 5 )

f&E (Hindi) &ameT & Ife 39 f&ET alteral € oY 31maeh Tl o & $179T Fg 1l QaTU 3qelstr
&1 [1-888-743-1478] (TTY: [711]) UX It Y|

mmng (Thai)
Foul fguwanm nsgueansnlsuinmtiomianenmleaws ns [1-888-743-1478] (TTY:

[711)).

121 (Cambodian)
U 110SMESSUNW MiS | INNNSWUSSAMMN INWSSSSQ0U
AFGESHIN 0 011105™Y G Q@ 108 [1-888-743-1478] (TTY: [711))4

WII9990 (Lao)

(U099 1909 WIVCDNWIFI 290, NIVOINIVYOLCHOAIVWIF, YoeticSyen,
cuvIwenlouan. ns [1-888-743-1478] (TTY: [711)).
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